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Zone Transfer DNS
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Zone Transfer nslookup DNS
Zone
[bash]} nslockup
Default Server © xxx.colr
Address: 10.10.20.2
Fr get type=any
== 1z —d xxx.cokr == ftmpfzone out
[bash]} more zone out
koo k. 204 dboaxxork administrator oo co ke
(253 3600 600 24400 3400
wrx.co k. M3 www. X ooy
wxx.co k. M db xxx.cokr
wxx.co k. M 21 matl k. coky
dh & 10.10.201
ifitra CHAME oa xxx coky
thail & 10.10.20.5
tnail M 22 mailxxx cokr
trotitor A 1010204
fs & 1010201
wxx.co k. B304 dboxxxocolr administratorxxx co ke
(253 3600 600 24400 3400
( 1) Zone Transfer
( 1) XXX.CO.Kr Zone Transfer
(nslookup Is dig axfr Zone
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[tsmmaral# dig@10.1.1 100 wersior bind chaos txt
pee== Dig 8] <=== @10.1.1.100 versior bind chaos txt

(1 gerver found)

o Tes options © indt recurs defharn dnsrch

20t answer:

w-==HELDER==. gpeode: QUERY, status: NOERROE, id:10

wflags:gr as rd va; QUERY: 1 ANSWER.: 1, AUTORITY: 0, ADDITIONAL: O
S QUERY SECTION:

- wergionbind, type = TET, class = CHADS

o BHNEWER SECTION

WERSION BIND. 05 CHACE THT <2217

( 2)BIND

[tsurarn] # adr-nod

Uzage: fadm-nxt architecture [corrnand)]

drailahle architectures:
1: Linux Bedhat 6.x - nared 8208 2.1 (from rpm)
2: Lirmx SolarDiz's nov-exec stack patch - named 2205201
3: Solaris 7 (01} - named 221

[tsuraru] # adrm-not 1
WERSION BIND. 03 CHADS THT “2217

( 3) adm-nxt BIND 8.2/8.2.1 NXT Record

[quake J# nslookup

Default Server: localhost attackers org
Address: 127.0.0.1

= gerver 10.1.1.100

Default Server: dns wictim net
Address: 10.1.1.100

=hash attackers org

server: dns victin net

address: 10.1.1.100

( 4) dns.victim.net attackers.org
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Recursive

WA T AHOD COM

Root (erative)
Name Server

Feferral to
YAHOO.COM N3

WA Y AHOOD CON

COM (Terative)

Name Server

Address of WA
204.71 200.74
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gt L
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o
=
( 6) Recursive DNS
ID
Top
3. DNS
DNS
DNS
. Zone Transfer

BIND-8 "named.conf" allow-transfer

Zone . 111, 112 Zone

Transfer

options |
allow-transfer { 101010111, 10.10.10.112;},
¥
* 574 THS] Zone ] THa A H|THt FSM=
st 2ol 43Y 2E 38

zone motco ke |
type master,
file “db oo ool
allow-transfer { 1010100111, 10.10010.112; ¥
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( 7) allow-transfer Zone Transfer
Zone Transfer Secondary
allow-transfer {none;} Zone

BIND-8.2 Zone Transaction Signature
(TSIG) , Zone Transfer
TSIG Primary master name server slave name server
DNS
( 8) Primary master name server 10.10.10.178 DNS

Zone Transfer huskymo-tornado

10.10.10.178

Zone transfer

key huskwmo-tornade. {

algonithm hmac-md3;

secret " AWV OT T QP weDer 2 2Enw—",
¥
server 10.10.10.178 {

transfer-format many-answers;

keys { huskymo-tornado. |},

zone “moco bt |
e master,
file “db oo co lo™;

allowr-transfer { 10.10.10.178; 1,

( 8) Primary master name server TSIG

http://www.certcc.or.kr/paper/tr2001/tr2001-02/DNS%20user%20guid... 2003-12-31



DNS 8717

key hnskymo-tornade. |

algotithin hrmac-tnd3,

secret “mA W OTT Y QP W weDer 2 2 Enw—";
¥
server 10.10.10.250 {

transter-format many-answers,

keys { huskymo-tornado. | };

zone mmcole”

type slave;

file “bale oo oo la™;

allowe-transfer { none; };

( 9) Slave name server TSIG

MS Windows 2000 DNS Server Microsoft Management Console Services and
Application\DNS\ [server_name]\Forward Lookup Zones\[zone_name] | Properties
( 10) . MS Windows 2000 DNS Server Zone
Transfer Zone Transfer

http://www.certcc.or.kr/paper/tr2001/tr2001-02/DNS%20user%20guid... 2003-12-31



DNS 9/17

_msdcs.oucs.ox.ac.uk Properties E I
General I Start of Authority [S04) ! Marme Servers I
WINE Zone Transhers I Security |

& zone branster sends a copy of the 2aone to requesting servers.
¥ tllow zone transters:

" Tooany server
£ Only to servers listed on the Mame Servers tab

€ Only ta the following servers
IP address:

(631252
129671 52

To zpecify secondany servers to beonotified of zone updates, click

Hatify.
Hatiby.... |
ok: I Caricel | Apply I

( 10) Microsfot DNS Zone Transfer

. Dynamic Updates

Dynamic Updates IP TSIG Key
IP Firewall IP Spoofing
. IP spoofing
. Dynamic Updates BIND-8

zone ool |

Type master;
File “db oo co ko™,
Alowr-update { 10.10.10.175; 1,
|5
( 11) allow-update Dynamic Updates

g

. DNS
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DNS
DNS
¢ )
DNS . DNS
1) DNS
2) BIND
- http://www/isc.org
3) named (root )
BIND . named
53 , user_id
group_id . named
[dns]# named —u user id —g sroup 1d
( 12) named
4) Chroot (Change Root Directory) named

[dns)# named —u user 1d —z group 1d —t /chrootnamed

( 13) named chroot

chroot named , hamed /chroot/named
/chroot/named
- ( 14)~( 17) BIND-8.2.3
named chroot (Jail, )
31
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1. Creating a User (BIND =] 24 A2
fetofpasswd EFE BE F£51 named x200.200: Name Servar dehrootnamed ihinifalse

21 232]

fetefgroup ZhE 83 £71 named x200

2. Directory Structure (BIND 23 o] e 3 TR ED] 23 A4,
lchroot
+--narned
+---hin
+-—- e
+---etr
+--nammedh
+--lh
+--rar
+---1n

3. Placing the BIND Data (7] 2 2] BIND 018 01%)
# op o fetemarned conf fehrootmamedfete!

#op —a frarmarned M ichrootinaraedfeteirarnedh)

# chowm —B. named:narned fchroot/mareediztomarmedh

# chown pamed:narmed ichrootmaredf-arnm

4. Systern Support Files (A 2 =g F A
# od fehroot/marmed ik

#op —p Mikbilibe-2.* 50

# In —5 Iihe-2 * 50 lhe 5o 6

#op 4o Mikild-2.% 50

#In—51d-2* g0 Id-lirmxs0 2

# op fshinddeonfis fehroot marnedibinf

# choroot fehrootimaraed binfldeorndls =

# rbwiod Jehrootmamed idesrall ¢ 1 3

#op Jetellocaltime fehrootimarned fetef

#echo "nareed x200:° = fchrootinarmedfetefronp

5. Logging (20 TR EZ] E7)

daernon syslogd - 0

-=daernon syslogd —1n 0 —a feleoot/maredidevlog
# leteire dinit dfsyslog stop

# leteire dinit dfsyslog starn

( 14) Preparing the Jail

1. Modifying Paths(BIND &~ T}y 23)

srefpart/liasdtlakefile set ZH o A

DESTRUN=Ffratimm & DESTRUN=fchrootmareedfarinm 22 £
Srehinrarnedhamed b ZHE o] A

ginclude “pathnares ™ OFRo] #define PATH NDCSOCK  “Marfrminde” 257}

2. Doing the Buld (BIND E =)
# make clean

#make depend

# make

( 15) Compiling BIND

11/ 17
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1. Installing the Tools Chtside the JaillBIND 9125}
# make install

2. Installing the Binaries in the Jail{Chroot & TIHMEZ]] E# =g 2
# op srebinmarmedhamed fchrootimamed hin
# op srebinimarned- ey marmed- xfer fehrootmarnedibin

3. Setting up the Irat Seript (it ~3YE 27 Redhats02] 3
[ -f feheootmarmedb irnraraed ] || exdt 0
[ -f fehrootmamedl etefarned. conf’] || exat O
# See how we were called.
case "§1" in
gtart)
# Start daemons.
echo -n "Starting named: "
daernon fehrootmarnedibinharaed -u ravaed - g navned -t Jehrootaraed
echo
touch Frarflockisubeysiarmed

4, Confizuration Changes (named conf options 24 TIHEIE £71 E4)
divectory “fete/namedh™;

pid-file *frarfrmmarned pid™,

narned- xdfer “hinfhamed- der™;

( 16) Installing Your Shiny New BIND

1. Launching BINDBIND -2 )
# letefre dinit . dnarmed start

( 17) Launching BIND

g

. Address Spoofing

DNS Recursive spoofing
DNS ,
. recursion
. hamed query
. hamed recursive query

1) recursion
BIND 8.x ( 18) recursion . DNS

DNS .
, DNS , forwarder
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options |
TECUrS1on 1o

b

( 18) Iterative

Microsoft DNS Server (regedit.exe) ( 19)
Iterative

HEEY ILoCATL WMACHINEMYATEMWCwrentControl3et\Service s\ DM aram eters
HAAER] ) A NoRecwsive TS 1 £ -HHTIT}H

( 19) MS Windows DNS lIterative

DNS ( ) , Recursive
, DNS
) DNS
, Zone
DNS Zone
, DNS Zone . ( 20)
"allow-query"

acl mternal { 10,1010 176/24; 1,

options |
directory “fvarmamed”;
allowe-quety { mternal; };

¥

zone “mor ook’ |
tvie master,
file “db oo oo k™
allow-query { any. };

¥

( 20) DNS

(resolver) DNS , DNS
"xxx.co.kr" Zone . BIND
8
, BIND-8.2.1 Iterative IP
Recursive . "allow-recursion"

13/ 17
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acl internal { 10.10.10.176/24, 1,
options |
directory “frarnamed™,
allow-recursion § 10.10.10.176/5:24; };
I
zone “xxx.coke” §

type master,

file “dbo oo la™,

( 21) Recursive
Top
4. DNS
DNS
DNS
2 DNS
DNS Recursive s DNS
Iterative Zone DNS
Zone
Firewall DNS
, DNS
DNS , DNS ,
2 DNS firewall
"Building Intenet Firewall( )"
2 DM3 MY
(Tteratmee) -

[ ] [ ] [ ] = DNS MH

u % u % u % (BEecursTre)

- - - =

v v v -

1 E{ e _%

28 2L g Wy 2t H |

(  22)2  DNS
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acl slawes { 10010103, 10.10.10.1 3,
options |
directory “fvarinamed”;
FECUrE1on 1o
fetch-glue no;
allow-query {any, };

zone "o oo o’ |
type master,
file “db oo oo lo™;

allowr-transfer { slaves; };

(23 DNS

acl internals { 10101016824 3,
options §
directory “fvarinamed”;
FECUSIONn Yes,
allow-query {internals; };
s
zone 7
type hint,
file “db. cache™
s
zone ooz cole” |
type slave;
masters { 10.10.10.2; };
file “bals o oo lo™;
allow-transfer { mternals; };
s

(  24) DNS

5. DNS
DNS DNSSEC(DNS Security) DNS
DNS
DNSSEC 2 KEY SIG . KEY
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Zone SIG Zone

DNS
( 25) . Zone ( 26)

DNSSEC IETF RFC  Draft BIND-9
BIND-8 DNSSEC

[ 14400 IN IR test _netsec tislabs_com. lewis. tislabs. com. ZO000Z0701 1D 1H 117 4H
14400 IN SIGC S04 2 3 14400 Z000030512474L5 ZOOOOZ0712474E5 48320 tise.cairn.net . |
ATrFoHb /B o2 3xir1ER]l xL=pry TEVEF 2L EES Sord Hlallb ridax
WEBbcTA= )
14400 IN FEY (zed100 3 3 o
ALb /g 20 foVHyrot wSh BWT 1N H0 ¥l Lr SEMc TX0h WTE St Y 02gF
TE +9c =5 0B 1pil2] Ypp F Thd, & fOCYix 3R zart g6 50200 ThEd
MO LasmmeJi N 3 s TS HépranPtud Mbizl ++ 28 Uks +Mial 1pli=
4t EJPeBE+ Z] o TATh) Dalf énedly 6k IrgRghvionD ZHot g =FT &
SdR0TusEZEzZ KOS 6 PT gt cH imiThilabg kD SHNT ThryBBMC ht +i&=
56K eckd qnIESreq F 5 2BREMD 2 F THOP) MyrBRDe frdl =xr )
14400 IN BIG EEY 2 2 14400 Z0000Z2514 5656 ZOOOOLEZ145656 48320 tise.cairn.net. |
AFMEf ATy STec? sYERERCHEC 3RWIL TeITD 4iBP Zr JTWS F 1K

n=siZhBI= )

actiwve 14400 IN CHNAME active _netsec_tislabs_ com.
14400 IN SIG CHAME 2 4 14400 Z0000225145656 ZOOOO1Z28145656 48320 tise. cairn.net . |

ACg IV eTEwTwi3 rQut 3 f0P0x +Tupe CE C=l +EsFuTybo STO 1N PENI 4= )

( 25) DNSSEC KEY SIG

Local Ham e 3 erwer Femote M ame erver

&P T P
Eogmet b for o taxamyl oy

Eugmit b for o taxampl oy

e tuxampk oo, B 85 JI0 Ty oxampk ooy
uxamypk : h 5

DHNSSEC Security

ok taxampk ooy A & FI0 by pxamphk oy
pxampk o EEY & S5 :

( 26) DNSSEC
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