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Audit

1.1. Audit &2

Auditing J1s2 AMEX2 #s2 ZAIGHILE CIOIEHIOIAN 28 SHAZE = SH=Z AFZECH Auditing
Jlsg ABECZMN SOt HEHS HIOIZES AN AISot, o 0 P2 st=Xlg JISE = UL
CIOIEHIOIA AIEXs 2AS AEES 20 20t dIOIEHE X2 (Insert, Update, Delete)ol{LE X3|(Select) & %
ULH HstE2 ¢ MEls FHE S22 0I25t0 22 SHU UK 2=, F2dMe etdes =KEt
GIOIEIE X3otHLE BHEE =% QUL 0128 dE2 Y| oA AEXDL HIOIEHE =3, ==& WMOotCt ol
st 3EE JIE0t0, &It AN, PHRES el &olst= L0l ZRoMCH 01242 ‘2P AHAudit) et StCt.

1.2. Database Audit Overview

CIOIEHIOIAN &= DNAe HES ZAIGHAL S& CIOIEBI0IA S0 e HoIEHE 2ULIEGH D =88t
OIHIEN CHE HE= Audit Trail Ol MEEICY.

- Database Aduting & Soll CIOIEIHIOIAS] 2= HZ0 ol ZAHF JtsotCh ST X @2 MEXDt
HIOISOIAM CIOIHE AtMGtD As S, DBA = CIOIHHIOIAN A= HIOISUHAS 2ol CHet &=FQl

ANl R E 2 Alot=0l AFEECH
- Sd UIOIEHIolIA H¥s 2UEEGHD, JI0l tie HIoIHE 22= O AE2 += ULE HE =0, DBA =
HASO HIOIS, ™8 =2l& /O L AIAEO0| HFE AU HZE SAl User =0l LHEH SHE

+3E & UCH

fon

- DBA O 2ol 43 L= HEHsE 2 UCH
- Zdo gtoll st JIE& =J+sS6tat
l.\_-,_m Enable database Execute command l*ﬁ"
¥~ auditing -
qug_—‘ E User
' - Server
Review Specify rocess
audit audit options Generata
information

audit trail

|

— Audit options

[0S audit
[ trail

Database

Audit trail .|

18 1 Database Audit

1. Enable/Disable Database Auditing (Setting Audit Parameter)
— CIOIEHIOIA 2 AH(Database Auditing) €& 2 DBA 0l 2ol JtsotCh. Init IH2HIE = AUDIT_TRAIL S
0lEot OIOIEHHIOIA ZAF JDls2S 8435 = bgdst AlZ2 &= UL

or
ol

AUDIT_TRAIL Value Description
TRUE / DB Audit & E43E. Audit 2= SYS.AUDSH M &
Audit Trail @20 SQLBIND, SQLTEXT =Jt&.

DB_EXTENDED (Oracle Database 10g New Feature)

ON] OSOlA dl&Edls 8% 243 Audit 2ite T2 HESF.
FALSE / NONE Audit £ HI2d3stg.

H 1 - AUDIT_TRAIL Parameter Values
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2. Specify Audit Options

- Audit 82 AME56I0 Audit & 2
[HOCH MM & X, Session & &tH
= S 22 3JHK &3IF UL

&, User, Object, Privilege £ XI&SHCH Audit Record Jf 24t
Ast X2 Z2H™s & QL)
B Statement Auditing - SQL Z2E &2 F&0l & Auditing &3

ex) AUDIT TABLE BY SCOTT BY ACCESS WHENEVER SUCCESSFUL;
sscott @MIF HIOISH 2= H(create table, drop table S)0] 828t 22 JI=EIC}.

B Privilege Auditing - AF2 %= PRIVILEGE 0l [t& Auditing &3

ex) AUDIT CREATE TABLE BY SCOTT BY SESSION;
s scott SXAJI ‘create table’ ZEH0| ZRE HHES A JI=

B Object Auditing - SE& AJ|02 M FH20 W& Auditing 23

ex) AUDIT ALL ON SCOTT.EMP;
s scott.emp HIOIE0 et 2= HSH(select, insert, update, delete, drop S)0Il 28t ALEH0| J|=2=ICH

SFE AUDIT JIs2 NOAUDIT 222 MAHE = UL
ex) NOAUDIT ALL ON SCOTT.EMP;

Execute Command

- AEXJF SQL = PL/SQL &2 A&E [ Server Process = Audit S8 2Mol A E0l
Statement JF ZFAF A0 ZEC=EX HEE HH Z2HEHC.

Generate Audit Trail

- audit_trail TtetHIEC e g0l ek OS 2 ItY S= CIOIEHolA LHol SYS.AUDSOI Audit Trail
HdZEE MAHSICH 0 Y2 AS XS Transaction It R2t6t22 Transaction Rollback 0] +&&
Ke2te Audit Trail dI2Es 2 SXECH ©, Audit Tral d2Es 29| execute SHHOIA
MAC D2 Parsing HHONAM @FIF LMGHH MHAC X L=

Review Audit Information
- Audit € Soll Md= HE= 0telle Audit Trail Data Dictionary ‘RS2 Soll &g £ QL OS ol

M E Audit Trail @1 22 OS Utility & AIE8H0I &I8tCH

Ol IEE EUZ A0l Jt= &2 SOIStHLE CIOIEHIOoIA =l et 2LIHZE 2 UL
View Description
STMT_AUDIT_OPTION_MAP Audit S& Bt ZE0 e BE2E 2EWECHL
AUDIT_ACTIONS Audit Trail Action Eted 2 &0 e &Y E ELESHC.
ALL_DEF_AUDIT_OPTS Object ot & O HE2E =+ U= JI=2HQ Object-auditing S&82 2WHEC.
DBA_STMT_AUDIT_OPTS ANAEDE AFZR0 Z2H S AIAES Audit SE€S EWHE.
DBA_PRIV_AUDIT_OPTS AMAEDE AFSXU 2™ Audit DD A= S AIAE Hst2 2E0HEC
DBA_OBJ_AUDIT_OPTS 2 E Object 0l CHEt Audit &= 20 &L
USER_OBJ_AUDIT_OPTS USER | = &M AIEXIt £R8 2= Object 2 Audit Option & EWEC
DBA_AUDIT_TRAIL £ Audit Trail HELIE 2|AESHC
USER_AUDIT_TRAIL USER Fe 8 AMSXo 28 & Audit Traill HECIE 20 &L

A Gl o o= i St nDEE 11 SHS5h

DA AUDIORIECT | 6eg oo™ ey A0 GE8 + GlL Object ot BE1E 20 tet Aud

Trail HADEE 2IAEEHL.




DBA_AUDIT_SESSION
USER_AUDIT_SESSION

2 &

CONNECT 2 DISCONNECT Ol 2tgd& 2= Audit Trail dl2&
USER J= S AMEXH0l Ohet H2Z ZZ 0 oMol 2= 2
d2ZEE 2IAESH.

£ Z|AESHC.
= Audit Tralil

DBA_AUDIT_STATEMENT
USER_AUDIT_STATEMENT

CIOIEHIOlA HMBtE S 2 GRANT, REVOKE, AUDIT, NOADUIT, ALTER SYSTEM
T2 2HE = Audit Trail dIZEE 2| AESHH
USER R= 8 AMEXe 2EE HWERS 20 EC.

DBA_AUDIT_EXISTS

AUDIT EXISTS 2t AUDIT NOT EXISTS 2 2t& & Audit Trail AECIE cIAESHC.

H 2 - Audit Trail Data Dictionary Views

1.3. OIlX 1 (AUDIT_TRAIL=DB)

SQL*Plus: Release 9.2.0.4.0 - Production on Thu Aug 2 15:25:28 2007

Copyright (c) 1982, 2002, Oracle Corporation. All rights reserved.

SQL> connect /as sysdba
Connected.

SQL> show parameter audit_trail

NAME

TYPE VALUE

audit_trail

— Object Audit &3

string DB

SQL> select owner, object_name, object_type, sel from dba_obj_audit_opts

2 where object_name = 'EMP'

OWNER OBJECT_NAME

and owner = 'SCOTT':

OBJECT_TYPE SEL

SCOTT EMP

TABLE -/-

SQL> audit select on scott.emp by session whenever successful;

Audit succeeded.

SQL> select owner, object_name, object_type, sel from dba_obj_audit_opts

2 where object_name = 'EMP'

OWNER OBJECT_NAME

and owner = 'SCOTT';

OBJECT_TYPE SEL

SCOTT EMP

TABLE S/

SQL> select * from dba_obj_audit_opts
2 where object_name = 'EMP' and owner = 'SCOTT';

OWNER OBJECT_NAME OBJECT_TYPE ALT AUD COM DEL GRA IND INS LOC REN SEL UPD REF EXE CRE REA WRI

SCOTT EMP TABLE

[

* dba_obj_audit_opts = objectOf &3

[A/S]/[A/S]S EAlg A=

~f= =f= == =I= =|= =]~ =I= =[] =]= $S =/ /= =/~ =/ /= =/~

Hg £ JAs 2 audit option2 columnlLZ ot UM, s
b,/ o 222 successful BR, FEE2S not successful HRE HAISHCH.

* A= by access, S= by session2 2|0|&tCh.
by access= oS HHO| LHHAE MIOICH B2 E JIS6t12, by sessoin E=E MEW SHK GHLES

cl2 =0 MABtHCt.

=




SQL> select count(*) from sys.aud$:

SQL> connect scott/tiger
Connected.
SQL> select * from emp where sal > 3000; = CIAF SOHIOI=SN

EMPNO ENAME JoB MGR HIREDATE SAL  COMM DEPTNO

7839 KING PRESIDENT 17-NOV-81 5000 10

SQL> connect / as sysdba
Connected.

SQL> select count(*) from sys.aud$:

SQL> select os_username, username, timestamp, owner, obj_name, action_name, ses_actions, returncode
2 from dba_audit_object;

OS_USERNAME USERNAME  TIMESTAMP OWNER OBJ_NAME  ACTION_NAME SES_ACTIONS RETURNCODE

oracle SCOTT 02-AUG-07 SCOTT EMP SESSION REC - S 0

* returncode It 0 @1 L= SUCCESS &2 2|0|StCt.

* by session & AAE HSR audit & EFSH HSR action_name & ‘SESSION REC’ 22 HAI=C).

* ses_actions columns 2 & 13 JIXIQ action(alter, audit, comment, delete, grant, index, insert, lock,
rename, select, update, reference, execute)Ol CH&F Audit FEE ZE&S8HCH 2 Action O CHoh 2%
ABol}CHH S E Aol UH F 2 DN 830 AI)F 25 JA/ACH B 2 B

* by access & AAE HSR action_name Z 0 SHE action(0ll: delete, insert)S0l HtZ Jl=& L.

— Private Audit &3
SQL> select * from dba_priv_audit_opts:

USER_NAME  PROXY_NAME PRIVILEGE SUCCESS FAILURE
CREATE ANY RULE BY ACCESS NOT SET
ALTER ANY RULE BY ACCESS NOT SET
EXECUTE ANY RULE BY ACCESS NOT SET

SQL> audit create session by scott;
Audit succeeded.

SQL> select * from dba_priv_audit_opts;

USER_NAME  PROXY_NAME PRIVILEGE SUCCESS FAILURE

SCOTT CREATE SESSION BY ACCESS BY ACCESS
CREATE ANY RULE BY ACCESS NOT SET
ALTER ANY RULE BY ACCESS NOT SET

e (Goodus



EXECUTE ANY RULE BY ACCESS NOT SET
—-— connect session
SQL> connect scott/tiger
Connected.

—— disconnect session
SQL> disconnect

Disconnected from Oracle9i Enterprise Edition Release 9.2.0.4.0 - 64bit Production
With the Partitioning option
JServer Release 9.2.0.4.0 - Production

SQL> | date
Thu Aug 2 18:09:24 KORDT 2007

SQL> connect /as sysdba
Connected.

SQL> alter session set nls_date_format = 'yyyy-mm-dd hh24:mi:ss';

Session altered.

SQL> select os_username, username, timestamp, action_name, logoff_time, logoff_lread, logoff_pread
2 from dba_audit_session

3 where username = 'SCOTT';

OS_USERNAME USERNAME  TIMESTAMP ACTION_NAME LOGOFF_TIME LOGOFF_LREAD LOGOFF_PREAD

oracle SCOTT 2007-08-02 18:08:56 LOGOFF 2007-08-02 18:08:59 76 0

— 8 & HOIZY0A Scott SNHZ 850t ChAl X=3|6HH,

SQL> select os_username, username, timestamp, action_name, logoff_time, logoff_lread, logoff_pread
2 from dba_audit_session

3 where username = 'SCOTT';

0S_USERNAME USERNAME  TIMESTAMP ACTION_NAME LOGOFF_TIME LOGOFF_LREAD LOGOFF_PREAD

oracle SCOTT 2007-08-02 18:08:56 LOGOFF 2007-08-02 18:08:59 76 0
oracle SCOTT 2007-08-02 18:55:59 LOGON

—— Statement Aduit &3&

— EMtA %= QLEMEN Uist 2= AN Audit Trail &

SQL> audit not exists by test;

SQL> select * from dba_stmt_audit_opts ;

USER_NAME PROXY_NAME AUDIT_OPTION SUCCESS FAILURE

SCOTT NOT EXISTS BY ACCESS BY ACCESS

SQL> conn scott/tiger
Connected.

SQL> grant select on not_exist_table to tester:
grant select on not_exist_table to tester
*
ERROR at line 1:
ORA-00942: table or view does not exist

SQL> select os_username,username,timestamp,obj_name,action_name,

2 obj_privilege, grantee
e Goodus



3 from dba_audit_statement;

OS_USERNAME USERNAME  TIMESTAMP OBJ_NAME ACT | ON_NAME OBJ_PRIVILEGE GRANTEE

oracle SCOTT 04-AUG-07 NOT_EXIST_TABLE GRANT OBJECT ~ —————— Y TESTER

* 3IHAl Bt 2l Audit Trail Ol 848&= WME E/XX0l =t O*Iﬂ P HYS ot AL M=EA 2 = UL
otXIgH, 22l Z2UlM=E OE 25 2SS M Auditing EIRA=X &0l & It 8l Object Audit
A & = AX0l 0™ HOIEHE ZsIM=X & =It 8iCt.

1.4. Ol Xl 2 (AUDIT_TRAIL=DB_EXTENDED, Oracle Database 10g New Feature)

SQL> show parameter audit_trail

NAME TYPE VALUE

audit_trail string DB_EXTENDED

SQL> connect /as sysdba
Connected.

SQL> audit insert on scott.emp by access;
Audit succeeded.

SQL> select owner, object_type, object_name, ins from dba_obj_audit_opts
2 where owner = 'SCOTT' and object_name = 'EMP';

OWNER OBJECT_TYPE OBJECT_NAME INS

SCOTT TABLE EMP A/A

SQL> desc dba_audit_object

Name NulI? Type
0S_USERNAME VARCHAR2(255)
USERNAME VARCHAR2(30)
USERHOST VARCHAR2( 128)
TERMINAL VARCHAR2(255) client pc Z:AIEXE EHE £ AUS
TIMESTAMP DATE

OWNER VARCHAR2(30)
0BJ_NAME VARCHAR2(128)
ACT | ON_NAME VARCHAR2(28)
NEW_OWNER VARCHAR2(30)
NEW_NAME VARCHAR2(128)
SES_ACTIONS VARCHAR2(19)
COMMENT_TEXT VARCHAR2(4000)
SESSIONID NOT NULL NUMBER

ENTRY 1D NOT NULL NUMBER
STATEMENT 1D NOT NULL NUMBER
RETURNCODE NOT NULL NUMBER
PRIV_USED VARCHAR2(40)
CLIENT_ID VARCHAR2(64)




ECONTEXT_ID VARCHAR2(64)

SESSION_CPU NUMBER

EXTENDED_T IMESTAMP TIMESTAMP(6) WITH TIME ZONE
PROXY_SESSIONID NUMBER

GLOBAL_UID VARCHAR2(32)
INSTANCE_NUMBER NUMBER

0S_PROCESS VARCHAR2(16)

TRANSACT IONID RAWN(8)

SCN NUMBER

SQL_BIND NVARCHAR2(2000)

SQL_TEXT NVARCHAR2(2000)

* ORACLE Database 10g Ol A AUD$ HIOISOI= < DBA RO0IA ZX0l SQL_BIND 2 SQL_TEXT & Z &0l
=tz AL

SQL> select username, owner, obj_name, action_name, ses_actions, returncode, timestamp,
2 sal_bind, sqgl_text
3 from dba_audit_object:

no rows selected

SQL> conn scott/tiger
Connected.

SQL> variable empno number;
SQL> variable ename varchar2(8):

SQL> begin
2 empno := 9999;
3 ename := 'TESTER';
4 end;
5 /

PL/SQL procedure successful ly completed.

SQL> insert into emp values (:empno, :ename, 'MANAGER', 7499, SYSDATE, 3000, '', 20);
1 row created.

SQL> commit;

Commit complete.

SQL> connect / as sysdba
Connected.

SQL> select username, owner, obj_name, action_name, ses_actions, returncode, timestamp,
2 sgl_bind, sql_text
3 from dba_audit_object;

USERNAME OWNER OBJ_NAME  ACTION_NAME SES_ACTIONS RETURNCODE TIMESTAMP SQL_BIND

SQL_TEXT

SCOTT SCOTT EMP INSERT 0 05-AUG-07 #1(4):9999 #2(6):TESTER
insert into emp values (:empno, :ename, 'MANAGER', 7499, SYSDATE, 3000, '', 20)

- Goodus



1.5. Controlling the Growth and Size of the Standard Audit

Audit Trail Ol #0l= SYS.AUD$ HIOISES SYSTEM HIOISAMOIA MAECH. D2H2=Z2 SYS.AUDS HIOISO
CIOIEIO Y2 M SYSTEM BIOISOIl Uotd g S RFES = #= ULt WS =0, CREATE SESSION 0l CHet
AUDITING S =&g [ AES AFSEN et SEE OOIEIF HHE = UL JHE22 =228 ADIT 2
AtZ2 CIOIEHIoIASl 852 MotAIZ = UL del22 = A Jls2 Mgtotll, Audit ot= J12*
S0 SYS.AUDS HIOIES 3JIE MBS |XStES GHOFSHCE.

mE*lLH

® Purging Audit Record from the Audit Trail
® Archiving Audit Trail Information
® Reducing the Size of the Audit Trail

Mol ol thet GiAls s 2L

— Purging Audit Record from the Audit Trail

DELETE FROM SYS.AUD$:
DELETE FROM SYS.AUD$ WHERE obj$name = ‘EMP’
TRUNCATE TABLE SYS.AUDS;

— Archiving Audit Trail Information

INSERT INTO table SELECT --- FROM SYS.AUD$ -
exp W' "sys/sys as sysdba"#' file=aud.dmp tables=aud$;

— Reducing the Size of the Audit Trail
: Archiving It Purging 2 0|8t 22|

SYS.AUD$ Off CHSh SHedg ~@stCH. -~
sys RME HHSHCH. - 222l X0l s =3

TRUNCATE TABLE SYS. AUD$ (HAWM o OIS 22 extent 2#ES MG HOIE W 224S =)
Audit Trail Record It 0| MHEZH 182 [

N WN —

1.6. Trigger € 0|&8t Audit

AN LHZO0l 10g OIFQ Audit 2 Jlslle HIEE B=(SAL_BIND)2t FE2(SQL_TEXT)E & == U&s Y-l
ARACH. 2l Oracle 9i Database OlA FGA(Fmd Grained Auditing)2 AIE5IH & O C2s6tn MI‘:‘&*P_'
Auditing Ol JtSotCH. &, FGA E AIE0HA 21 FEE o+ UYUs YEHS Lot 2AC0. 1Oel2 FGA = FolA
W50 2 SFALCH.

=22 HAES 22+2(8i 0I5H)0ILt 22t201 M36HA 4= ADITING 2 #8671 ?IHM Trigger £ 018 &
Ol= Trigger € ME0IN OIOIHS HAALE ZXO0 Z0ULDI J0l O WHES 22Xt 2elot= HI0IS s
ot= A0ICH S=8 AUDITING = AWIT 2 Qg 2= =0/J| ?oil OIOIEHIOIA AFEX0I 2o JHE=
AUDIT JIsOlctll £% & 240ICk.

EcI/HE O0IEotH AESXH0l st EcHMEN et 208 g2 &= UACH ofXEH IR Trigger 2 UE2Z eIl
AN FEo ;A D 2lAA MENH FEE EasCZ SOF BC.




1. AUDIT HIOIE &4,

connect / as sysdba
Connected.

CREATE TABLE emp_audit (
old_empno NUMBER(4),
old_ename VARCHAR2(10),
old_job VARCHAR2(9),
old_mgr NUMBER(4),
old_hiredate DATE,
old_sal NUMBER(7,2),
old_comm NUMBER(7,2),
old_deptno NUMBER(2),
new_empno NUMBER(4),
new_ename VARCHAR2(
new_job VARCHAR2(9)
new_mgr NUMBER(4),
new_hiredate DATE,
new_sal NUMBER(7,2),
new_comm NUMBER(7,2),
new_deptno NUMBER(2),
changed_by VARCHAR2(8),
change_type CHAR(1),
timestamp DATE );

10),

’

Table created.

2. TRIGGER M 4.

CREATE OR REPLACE TRIGGER LogEmpChanges
BEFORE INSERT OR DELETE OR UPDATE ON scott.emp
FOR EACH ROW
DECLARE
v_ChangeType CHAR(1);
BEGIN
/* Use '"I'" for an INSERT, 'D' for DELETE, and 'U' for UPDATE. */
[F INSERTING THEN
v_ChangeType = 'I|"';
ELSIF UPDATING THEN
v_ChangeType := 'U';
ELSE
v_ChangeType := 'D';
END IF;

INSERT INTO emp_audit (
change_type, changed_by, timestamp, old_empno,
old_ename, old_job, old_mgr, old_hiredate, old_sal,
old_comm, old_deptno, new_empno, new_ename, new_job,
new_mgr, new_hiredate, new_sal, new_comm, new_deptno)
VALUES (
v_ChangeType, USER, SYSDATE, :old.empno, :old.ename,
;old.job, :old.mgr, :old.hiredate, :old.sal, :old.comm,
:0ld.deptno, :new.empno, :new.ename, :new.job, :new.mgr,
‘new.hiredate, :new.sal, :new.comm, :new.deptno);
END LogEmpChanges;
/

PL/SQL procedure successfully completed.

-1 - GOOdUS



aud
a

* 25 1.0l A2 &2
Cl

connect scott/tiger
INSERT INTO emp VALUES ( 9999, 'TESTER', 'CLERK', 7782, SYSDATE, 1000, 0, 10);

COMMIT;

UPDATE emp SET comm = 300 WHERE empno = 9999;
COMMIT;

DELETE FROM emp WHERE empno = 9999;

COMMIT;

connect /as sysdba

SELECT OLD_EMPNO, OLD_ENAME, OLD_COMM, NEW_EMPNO, NEW_ENAME, NEW_COMM, CHANGED_BY, CHANGE_TYPE,
TIMESTAMP FROM EMP_AUDIT;

OLD_EMPNO OLD_ENAME OLD_COMM  NEW_EMPNO NEW_ENAME NEW_COMM CHANGED_BY CH TIMESTAMP
9999 TESTER 0 SCOTT [ 01-AUG-07

9999 TESTER 0 9999 TESTER 300 ScCoTT U 01-AUG-07

9999 TESTER 300 SCOTT D 01-AUG-07

* Before Trigger 2 CIGI0! ALEXIDL OML &2 e f oHE HOIZ2 B1E HZF2| column gt & BHEE
A2t S2 emp_audit HIOISOW JIS&HCH.

=
it trail recordE & = =]
i, HolA 22 XS Mo, A= BES
(o]

o
>l
=
o
4 o
o]

t
A= WIIXK0ICH. C
22 HSots Audit JIsS U
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2. FGA(Fine-Grained Auditing)

2.1. Fine-Grained Auditing O|&t?

CIOIE B0l A 2 AH(Database Auditing) 1SS AtE56t0d S& A3|0F Wel HIOIS0 SELECT Off 218t AuditingS

HHFCIUE E=2R oY HOIEQ X3 2= RLE :HI|IF0| Audit Trail Record? EEiz MEE 2d0ICH OlA
2% AHMNZ &otkl s 2NN 25 JIZEZA Audit Trailel =2 <ol @O0t &2 AOICH el 0lS
QIOIHOIAM S& ZE0l et R3S HHZ2Z ALZSE SELECTEZE #Jl= Hd=E A0ICH

FGA(Fine—Grained Auditing)O Ol24st Z MOl CHSt oHZ =
HIOIEE Zx3lols HR0CH ZADE JisotEE 888 4
ot

0HlAM SELECT ¢t Jts3hd FGAOl ojois DMKl =&

2 HMIAIZCH Oracle 9i Database 0l S&8t FGAE £
QUCt. Oracle Database 10g0il M= Oracle 9i Database
FH 28 L AL

2.2. Fine-Grained Auditing 3

® [ AAIS Heo 2Al JIsS MBS0 HEHXQl ZAIS 28 X2H2Z SQLe WHEREE S J|gteZ2 st
® 0 Qs ZANEDE OtLlet & ZEe X Te= HAA 620 ol ME AuditingOl Dkooft}.
® DBMS_FGA MIIXIE Ol2dt0 &43/Hl&4d3t stit.
® C(CBO(Cost Based Optimizer)2! HR0 HANOZ =SS (AIAEA YO CBO A& &L HOISWCHS
& (Analyze) 0l TI0I JAOI0F ot0{ SQLOI SIEDJF 010k SHC)
® Oracle Database 9i0flAl= SELECTZ0IA Bt Jts3dtH, Oracle Database 10gMl M= Insert, Update, Delete,

MergeZ0fl CHoH M & JFSGtCEH.

® Oracle Database 10g0llAd= 230l U8 =& (audit_column_opts) AIE 22 DBMS_FGA.ALL_COLUMNS /
DBMS_FGA.ANY_COLUMNSE AIE2E = O'D

® [GAOIA Audit Trail Record= SYS.FGA_LOG$O ME = Ch.

Parameter Name Data Types Description

object_schema VARCHAR?2 &Gt ot AI|OHE

object_name VARCHAR?2 SXGIDA ol= QEMEH(HOE, BY)

policy_name VARCHAR2 Policy ¥ (Unique)
M ZAF A, AJ|OF LEXEN St =2l&0 Hole 08

=2 = X x| 29 _‘_D‘_-Ijé'i Ct = _‘?__i_

audit_condition VARCHARZ (DjilAT&* ;}M&Y\gga £X|ao1|SS+L£gljg$ AuO;'nOTHran(1 AHg%.;(.)l
A3 2o LRIt ZH0 Y= AR Audit Traille M&E
ZAMUA0l Sl 282 XNAE. Oracle 9i Databaselll A= & i

audit_column VARCHAR?2 o 2o XIHO| JIts#H 2L, Oracle Database 10gSE = otLt
Olatel 2o XIFO0l Jts

handler_schema VARCHAR2 FGAOI 2lall Audit TrailOl MAEE [f A&#HAIZ Z2AIM2 A2
FGAOI 2ol Audit TrailO] M&E [ ASHAIZ ZZAIN

handler_module VARCHAR2 MM THE: PROCEDURE <fname>{ obect_schema VARCHAR?,
object_name VARCHAR2, policy_name VARCHAR2} AS -+

enable BOOLEAN FGA 24308 TRUEZ XI&WloF E435tE.

statement_type(10a) VARCHAR? gCEaLAEJL}C)TU)E ole Fel EFY XA (INSERT/DELETE/UPDATE,

‘AUDIT_TRAIL=> DBMS_FGA.DB_EXTENDED" & &#&%= &=

SYS.FGA_log$2l LSQLTEXT, LSQLBIND Z &0l Audit TrailOl

M EC

AUDIT_COLUMNOII LIZE 28 S0A Uge 28 & 2
AAA 2 I Audit TraillS MHSIESE ol=

audit_column_opts(10g) ﬁ%\:NSERFYA_LIJ\EEGER DBMS_FGA.ALL_COLUMNS =& 1t AUDIT_COLUMNOI Lt& =l
ZHES0A otLictE AAAZ [H AUDIT TRAILOI MESIES
Xl Eot= DBMS_FGA.ANY_COLUMNS & 01 ULCH

H 3 DBMS_FGA.ADD_POLICY Z2ZAIN

BINARY_INTEGER

audit_trail(10g) IN DEFAULT

In




Parameter Name Data Types
object_schema VARCHAR2
object_name VARCHAR2
policy_name VARCHAR2

Description
oMot 2 Xtot= A9|0HH
ol Mot D Xtote REMEH(HOIE, BY)

Policy &

= 4 DBMS_FGA.DROP_POL ICY

2.3. Oracle 9i Database FGA 0Ol Al

CONNECT system/manager

Connected.

CREATE USER scott IDENTIFIED BY tiger
DEFAULT TABLESPACE users

TEMPORARY TABLESPACE temp;

User created.

GRANT CONNECT, RESOURCE TO scott;
Grant succeeded.

CREATE USER alice IDENTIFIED BY alice
DEFAULT TABLESPACE users

TEMPORARY TABLESPACE temp;

User created.

GRANT CONNECT, RESOURCE TO alice;
Grant succeeded.

CONNECT scott/tiger

Connected.
@?/sqlplus/demo/demobld.sql

SQLPLUS scott/tiger

Connected.

ANALYZE TABLE emp COMPUTE STATISTICS:

Table analyzed.

ANALYZE TABLE dept COMPUTE STATISTICS;

Table analyzed.
GRANT SELECT ON emp TO alice;
Grant succeeded.
GRANT SELECT ON dept TO alice;

Grant succeeded.
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CONNECT system/manager
Connected.

— FGA &3

EXECUTE DBMS_FGA.ADD_POLICY( object_schema => 'SCOTT', -
object_name = 'emp', -
policy_name => 'aud_emp_sal_mgr', -
audit_condition => 'deptno in (10, 20) ', -
audit_column => 'sal, mgr', -
handler_schema => 'system', -
handler_module => ' INS_EMP_TRAIL', -
enable = TRUE );

PL/SQL procedure successfully completed.

CREATE TABLE aud_emp_trail (
object_schema VARCHAR2(80),
object_name  VARCHAR2(80),
policy_name  VARCHAR2(80)):

Table created.

CREATE OR REPLACE PROCEDURE system.ins_emp_trail (
p_object_schema VARCHARZ,
p_object_name  VARCHARZ,
p_policy_name  VARCHAR2)
AS
BEGIN
INSERT INTO system.aud_emp_trail
VALUES ( p_object_schema, p_object_name, p_policy_name );
END;
/

Procedure created.

CONNECT ALICE/ALICE
Connected.

SELECT = FROM scott.emp;

EMPNO ENAME JOB MGR HIREDATE SAL COMM DEPTNO
7369 SMITH CLERK 7902 17-DEC-80 800 20
7499 ALLEN SALESMAN 7698 20-FEB-81 1600 300 30
7521 WARD SALESMAN 7698 22-FEB-81 1250 500 30
7566 JONES MANAGER 7839 02-APR-81 2975 20
7654 MARTIN SALESMAN 7698 28-SEP-81 1250 1400 30
7698 BLAKE MANAGER 7839 01-MAY-81 2850 30
7782 CLARK MANAGER 7839 09-JUN-81 2450 10
7788 SCOTT ANALYST 7566 09-DEC-82 3000 20
7839 KING PRESIDENT 17-NOV-81 5000 10
7844 TURNER SALESMAN 7698 08-SEP-81 1500 0 30
7876 ADAMS CLERK 7788 12-JAN-83 1100 20
7900 JAMES CLERK 7698 03-DEC-81 950 30
7902 FORD ANALYST 7566 03-DEC-81 3000 20
7934 MILLER CLERK 7782 23-JAN-82 1300 10

14 rows selected.

-

— 2 HOIEII =35 22 audit_conditionS 2HE&HLE.




SELECT empno, ename, sal FROM scott.emp;

EMPNO ENAME SAL
7369 SMITH 800
7499 ALLEN 1600
7521 WARD 1250
7566 JONES 2975
7654 MARTIN 1250
7698 BLAKE 2850
7782 CLARK 2450
7788 SCOTT 3000
7839 KING 5000
7844 TURNER 1500
7876 ADAMS 1100
7900 JAMES 950
7902 FORD 3000
7934 MILLER 1300

14 rows selected.

— S Al WHERE 20| EMotAl ¢, X2lot= ZEHS0 sal0l YASLEZ Audit Trail MA=CH
CONNECT system/manager

Connected.

SELECT ename FROM scott.emp WHERE deptno = 20;

ENAME

SMITH
JONES
SCOTT
ADAMS
FORD

—— Audit ColumnOl& =THGHAl 212, Audit ConditionOl 2+=SHX| 222 = Audit TrailOl MAEX £e=C.

SELECT ename, sal, mgr FROM scott.emp WHERE deptno = 30;

ENAME SAL MGR
ALLEN 1600 7698
WARD 1250 7698
MARTIN 1250 7698
BLAKE 2850 7839
TURNER 1500 7698
JAMES 950 7698

6 rows selected.

—— Audit ColumnOil= =M 6t= WHERE Z 0l 2F=6t= GIOIE I Audit ConditionOl 2FE6H= GIOIEIE HE&6HA
RO Z Audit Tra||O| MAE X 2=Ct.

COL db_user FORMAT A10
COL sqgl_bind FORMAT A40
COL sql_text FORMAT A60
col policy_name for a20
SET LINESIZE 140
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SELECT TO_CHAR(timestamp, 'YYMMDDHH24MI') AS timestamp,
db_user, policy_name, sql_text ,userhost
FROM dba_fga_audit_trail;

TIMESTAMP DB_USER POLICY_NAME SQL_TEXT USERHOST
0707291910 ALICE AUD_EMP_SAL_MGR SELECT * FROM scott.emp PC1
0707291911 ALICE AUD_EMP_SAL_MGR SELECT empno, ename, sal FROM scott.emp PC1

COLUMN object_schema FORMAT A15
COLUMN object_name FORMAT A15
COLUMN POL ICY_NAME FORMAT A15
SELECT * FROM aud_emp_trail;

OBJECT_SCHEMA  OBJECT_NAME POLICY_NAME

ScoTT EMP AUD_EMP_SAL_MGR
ScotT EMP AUD_EMP_SAL_MGR

2.4. Oracle Database 10g FGA 0l XHl1 — STATEMENT_TYPE, AUDIT_TRAIL

SQL> show parameter audit_trail

NAME TYPE VALUE
audit_trail string NONE
SQL> BEGIN

2 DBMS_FGA.ADD_POL ICY(object_schema => 'SCOTT',

object_name => 'EMP',

policy_name => 'POL_SCOTT_EMP',
audit_condition => 'sal > 3000',
enable => TRUE,

statement_types => 'SELECT, INSERT',
audit_trail => DBMS_FGA.DB_EXTENDED);

O O© oo N O b w

END;
/

—_

PL/SQL procedure successful ly completed.

SQL> SELECT object_schema, object_name, policy_name, policy_text, policy_column, enabled
2 FROM dba_audit_policies;

OBJECT_SCHEM OBJECT_NAME POL | CY_NAME POLICY_TEXT POL | CY_COLUMN ENA

SCOTT EMP POL_SCOTT_EMP  sal > 3000 YES

SQL> SELECT timestamp, object_name, scn, sgl_text, sql_bind
2 FROM dba_fga_audit_trail;

no rows selected
SQL> insert into emp values (:empno, :ename, 'MANAGER', 7499, SYSDATE, 3100, '', 20):

1 row created.




SQL> select * from emp;

EMPNO ENAME JoB MGR HIREDATE SAL COMM DEPTNO
9999 TESTER MANAGER 7499 05-AUG-07 3100 20
7499 ALLEN SALESMAN 7698 20-FEB-81 1600 300 30
7521 WARD SALESMAN 7698 22-FEB-81 1250 500 30
7566 JONES MANAGER 7839 02-APR-81 2975 20
7654 MARTIN SALESMAN 7698 28-SEP-81 1250 1400 30
7698 BLAKE MANAGER 7839 01-MAY-81 2850 30
7782 CLARK MANAGER 7839 09-JUN-81 2450 10
7788 SCOTT ANALYST 7566 09-DEC-82 3000 20
7839 KING PRESIDENT 17-NOV-81 5000 10
7566 JONES MANAGER 7839 02-APR-81 2975 20
7654 MARTIN SALESMAN 7698 28-SEP-81 1250 1400 30
7698 BLAKE MANAGER 7839 01-MAY-81 2850 30
7782 CLARK MANAGER 7839 09-JUN-81 2450 10
7788 SCOTT ANALYST 7566 09-DEC-82 3000 20
7839 KING PRESIDENT 17-NOV-81 5000 10

16 rows selected.

SQL> insert into emp values (8888, 'TESTER2', 'SALESMAN', 7499, SYSDATE, 3200, 10, 30);
1 row created.

SQL> delete from emp where empno = 9999;

1 row deleted.

SQL> select timestamp, object_name, scn, sqgl_bind, sql_text,
2 from dba_fga_audit_trail;

TIMESTAMP 0BJECT_NAME SCN SQL_BIND

SQL_TEXT

2007-08-05 11:36:21 EMP 0 #1(4):9999 #2(6) :TESTER

insert into emp values (:empno, :ename, 'MANAGER', 7499, SYSDATE, 3100, '', 20)
2007-08-05 11:36:26 EMP 9.2040E+12

select * from emp;

2007-08-05 11:36:34 EMP 0
insert into emp values (8888, 'TESTER2', 'SALESMAN', 7499, SYSDATE, 3200, 10, 30)

* Oracle Database 10g £ & statement_typesdt audit_trailOl =JI=IACH. Oracle 9i DatabaseOl A SELECT 28t
auditingOl Jrs3 X2 Oracle Database 10g Ol Al= INSERT, DELETE, UPDATE, MERGE Off CHoHM & Jt=otCH. &t
audit_trail IFcHOIEI Ol DBMS_FGA.DB_EXTENDEDZ A XoGIE2Z init parameter 2 audit_trail II2HHIEI 2 225l

I FGA JF E80to2 dE A2 HielE 28 2 = UL

* 2 OIMOUHA 2EUAS0l statement_types JF  ‘SELECT ,  ‘INSERT 0|22 SIIXISl RE2HAI0 CHoH M Bt
Auditing &4, ‘DELETE’ = Auditing@ Xl QUL 12l audit_trail Ol DB_EXTENEDEDZ A AT 01 sql_bind,
2t sql_textOl CHoHA = audit trailOl &AM ZALCEH.
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2.5. Oracle Database 10g FGA 0| Xl2 — AUDIT_COLUMN_OPTS

SQL> conn / as sysdba
Connected.

SQL> truncate table fga_log$:

Table truncated.

SQL> BEGIN
2 DBMS_FGA.DROP_POL ICY(object_schema => 'SCOTT',
3 object_name => 'EMP',
4 policy_name => 'POL_SCOTT_EMP');
5 END;
6 /

PL/SQL procedure successfully completed.

SQL> BEGIN
DBMS_FGA.ADD_POL ICY(object_schema => 'SCOTT',
object_name => 'EMP',
policy_name => 'POL_SCOTT_EMP1',
audit_column = 'empno, sal, comm',
enable => TRUE,
audit_column_opts => DBMS_FGA.ANY_COLUMNS);

O OO NO O~ wnnMN

END;
/

PL/SQL procedure successful ly completed.

SQL> select timestamp, object_name, scn, sql_bind, sqgl_text
2 from dba_fga_audit_trail;

no rows selected

SQL> connect scott/tiger
Connected.

SQL> select empno, ename from emp where deptno = 20;

EMPNO ENAME

7566 JONES
7788 SCOTT
7566 JONES
7788 SCOTT

SQL> select empno, sal from emp where sal > 3000;

EMPNO SAL
7839 5000
7839 5000

SQL> select ename, job from emp where job > 'MANAGER';

ENAME JoB

ALLEN SALESMAN
WARD SALESMAN
MARTIN SALESMAN
KING PRESIDENT
MARTIN SALESMAN
KING PRESIDENT
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SQL> select empno, sal, comm from emp where deptno = 30;

EMPNO SAL COMM
7499 1600 300
7521 1250 500
7654 1250 1400
7698 2850
7654 1250 1400
7698 2850

SQL> select timestamp, object_name, scn, sgl_bind, sql_text
2 from dba_fga_audit_trail;

TIMESTAMP 0BJECT_NAME SCN SQL_BIND
SQL_TEXT
2007-08-05 12:57:18 EMP 9.2040E+12

select empno, ename from emp where deptno = 20

2007-08-05 12:57:32 EMP 9.2040E+12
select empno, sal from emp where sal > 3000

2007-08-05 12:58:07 EMP 9.2040E+12
select empno, sal, comm from emp where deptno = 30

* audit_column_opts 8t0l DBMS_FGA.ANY_COLUMNS 22 A FIMHE Z audit_column Ol LIEE Column SOl
12t Z&E0l T QUCHH Audit Trail O JI2=CH. ULE 2EE S0 gl 2= JISHA 2=C0.

SQL> truncate table fga_log$:

Table truncated.

SQL> BEGIN
2 DBMS_FGA.DROP_POL ICY(object_schema => 'SCOTT',
3 object_name => 'EMP',
4 policy_name => 'POL_SCOTT_EMP1');
5 END;
6 /

PL/SQL procedure successfully completed.

SQL> BEGIN
DBMS_FGA.ADD_POL ICY(object_schema => 'SCOTT',
object_name => 'EMP',
policy_name => 'POL_SCOTT_EMP2',
audit_column = 'empno, sal, comm',
enable => TRUE,
audit_column_opts => DBMS_FGA.ALL_COLUMNS);

O O ~NO O~ wnhd

END;
/

PL/SQL procedure successfully completed.

SQL> connect scott/tiger
Connected.
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SQL> select empno, ename from emp where deptno = 20;

EMPNO ENAME

7566 JONES
7788 SCOTT
7566 JONES
7788 SCOTT

SQL> select empno, sal from emp where sal > 3000;

EMPNO SAL
7839 5000
7839 5000

SQL> select ename, job from emp where job > 'MANAGER';

ENAME JoB

ALLEN SALESMAN
WARD SALESMAN
MARTIN SALESMAN
KING PRESIDENT
MARTIN SALESMAN
KING PRESIDENT

SQL> select empno, sal, comm from emp where deptno = 30;

EMPNO SAL COMM
7499 1600 300
7521 1250 500
7654 1250 1400
7698 2850
7654 1250 1400
7698 2850

SQL> select timestamp, object_name, scn, sqgl_bind, sql_text
2 from dba_fga_audit_trail;

TIMESTAMP OBJECT_NAME SCN SQL_BIND
SQL_TEXT
2007-08-05 13:01:07 EMP 9.2040E+12

select empno, sal, comm from emp where deptno = 30

* 22t 20| audit_column_opts S DBMS_FGA.ALL_COLUIN & & ASH A2, audit_column O LIZ& FH0| 25
X3 = PESUACH Audit Trail O JISECH.

2.6. Database Auditingdt FGA2| H| 1

Ol& AIH HEQS0| Database Auditing, Trigger2 0l&8t Auditing, FGA(Fine—Grained Auditing)2 AlZols
Auditing 2180 CHoll LOtEQUACH JI= Database AuditingllAd= 1 IS0l M0l UAJ}KXISH, Oracle 9i Database
M H3%= FGAE AE06tH 20 808t Auditing JIs2 NMSSHCH &2 Audit Traill2 MAHGIHA 85 =
SQL =20 Uist 32E 22 R, Oracle Database 10g 2E HM3%= FGAE AIE06tH Bind &2 & AH

A
_l_
+8E SQLRO R8s 2 S2 22 4+ UL

222 HHE OO0IH2 0ldS ZO0I0F ol= LSRN AMEN HESHH FGAS 2S&CH MaXl =& OOoIH
SAZ2 MU s e 7Y 2 HWHE & = US 202t JIUECH




3. ==

3.1. Trigger® O0|&8 DML Auditing — AUDIT_UTIL PACKAGE

——Trigger € 0|8t DML Auditing — Package Name : AUDIT_UTIL

CREATE OR REPLACE PACKAGE AUDIT_UTIL
IS

-— AUDIT HIOI= M4

PROCEDURE create_audit_table(

dest_table_owner IN VARCHARZ,

dest_table_name IN VARCHARZ,

audit_table_name IN VARCHAR2 DEFAULT '',
tablespace_name IN VARCHAR2 DEFAULT 'SYSTEM');

—— TRIGGER A A
PROCEDURE create_audit_trigger (

audit_table_name IN VARCHARZ,
dest_table_owner IN VARCHAR2,
dest_table_name IN VARCHAR2) ;

— DML AUDIT E I8t HIOI=2 & EclAH XIs M4
PROCEDURE create_dml_audit(

dest_table_owner IN VARCHARZ,

dest_table_name IN VARCHARZ,

audit_table_name IN VARCHAR2 DEFAULT '',
tablespace_name IN VARCHAR2 DEFAULT 'SYSTEM');

—— DML AUDIT =& HIOIE2 ¥ EclA HMA
PROCEDURE remove_dm|_audit (
audit_table_name  IN VARCHAR2,
audit_trigger_name IN VARCHAR2 DEFAULT '');

-— ADUIT TABLE LH CIOIE AtHMl (W OIF OIOIEf AHHI)
PROCEDURE delete_auditing_values(

audit_table_name IN VARCHARZ,

start_date IN DATE,

end_date [N DATE DEFAULT NULL);

—— ADUIT TABLE Wi OIOIE &AWl (XIE 22 0I™ OIOIE AHHl)
PROCEDURE delete_auditing_values(
audit_table_name IN VARCHARZ,
days IN NUMBER);
END AUDIT_UTIL;
/

CREATE OR REPLACE PACKAGE BODY AUDIT_UTIL

IS
— 0. DOL &8 =2 Al M (PRIVATE)
PROCEDURE exec_ddl(statement IN VARCHAR2)

IS
v_statment VARCHAR2(4000) ;
v_cid INTEGER;
v_ret INTEGER;

BEGIN

v_statment := REPLACE(statement, CHR(10), ''):
v_cid := DBMS_SQL.OPEN_CURSOR;
DBMS_SQL .PARSE(C => v_cid,
STATEMENT => v_statment,
LANGUAGE_FLAG => DBMS_SQL.NATIVE);
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——v_ret := DBMS_SQL.EXECUTE(v_cid);
DBMS_SQL . CLOSE_CURSOR(v_cid);

END exec_ddl;

— 0. DML &l&t =2 Al M (PRIVATE)
PROCEDURE exec_dml(statement IN VARCHAR2)

IS
v_statment VARCHAR2(4000) ;
v_cid INTEGER:
v_ret INTEGER;

BEGIN

v_statment := REPLACE(statement, CHR(10), '');
v_cid := DBMS_SQL.OPEN_CURSOR;
DBMS_SQL .PARSE(C => v_cid,
STATEMENT => v_statment,
LANGUAGE_FLAG => DBMS_SQL.NATIVE);
v_ret := DBMS_SQL.EXECUTE(v_cid):
DBMS_SQL . CLOSE_CURSOR(v_cid);

END exec_dml;

— 1. AUDIT HIOI2 A4 PROCEDURE : CREATE_AUDIT_TABLE (only SYS OR SYSTEM USER)
PROCEDURE create_audit_table (

dest_table_owner in VARCHAR2,

dest_table_name in VARCHAR2,

audit_table_name in VARCHAR2 DEFAULT '',
tablespace_name in VARCHAR2 DEFAULT 'SYSTEM')

CURSOR c_table_columns IS
SELECT column_name, data_type, data_length, data_precision, data_scale
FROM dba_tab_columns
WHERE owner = dest_table_owner
AND table_name = dest_table_name;

v_ddl VARCHAR2(4000) ;
v_audit_table_name VARCHAR2(100):

BEGIN

IF (dest_table_owner IS NULL ) OR (dest_table_name IS NULL) THEN
DBMS_OUTPUT.PUT_LINE( 'No Values in Owner or Table_name'):
END IF;

IF (audit_table_name IS NULL) THEN

v_audit_table_name := dest_table_name || '_AUDIT';
ELSE
v_audit_table_name := audit_table_name;
END IF;
—— Table DOL &
v_ddl := 'CREATE TABLE ' || v_audit_table_name || ' (' || chr(10);

FOR v_col_rec IN c_table_columns LOOP
IF (c_table_columns%NOTFOUND) THEN
DBMS_OUTPUT .PUT_L INE( ' TABLE NOT FOUND');
END IF;

CASE
WHEN v_col_rec.data_type IN ('VARCHAR2', 'NVARCHAR2', 'CHAR', 'NCHAR') THEN

v_ddl :=v_ddl || ' old_" || v_col_rec.column_name || '
|| v_col_rec.data_type ||'(" || v_col_rec.data_length || ')';
WHEN v_col_rec.data_type = 'NUMBER' THEN
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v_ddl :=v_ddl |]| ' old_" |l v_col_rec.column_name
IF (v_col_rec.data_precision IS NOT NULL) THEN
v_ddl :=v_ddl || '"(" || v_col_rec.data_precision;
IF (v_col_rec.data_scale IS NOT NULL) THEN
v_ddl :=v_ddl || '," || v_col_rec.data_scale;
END IF;
v_ddl :=v_ddl || ")';
END IF;
ELSE
v_ddl :=v_ddl |]| ' old_" |l v_col_rec.column_name
END CASE;
v_ddl :=v_ddl I '," [ CHR(10);

END LOOP;

FOR v_col_rec IN c_table_columns LOOP
IF (c_table_columns%NOTFOUND) THEN
DBMS_OUTPUT .PUT_L INE( ' TABLE NOT FOUND');
END IF:

CASE

|| v_col_rec.data_type;

|| v_col_rec.data_type;

WHEN v_col_rec.data_type IN ('VARCHAR2', 'NVARCHAR2', 'CHAR', 'NCHAR') THEN

v_ddl :=v_ddl || ' new_' || v_col_rec.column_name
|| v_col_rec.data_type ||'("
WHEN v_col_rec.data_type = '"NUMBER' THEN

|| v_col_rec.data_length || ')';

v_ddl :=v_ddl || ' new_' || v_col_rec.column_name || ' || v_col_rec.data_type:
IF (v_col_rec.data_precision IS NOT NULL) THEN
v_ddl :=v_ddl || '"(' || v_col_rec.data_precision;
IF (v_col_rec.data_scale IS NOT NULL) THEN
v_ddl :=v_ddl || "," || v_col_rec.data_scale;
END IF;
v_ddl :=v_ddl || ")';
END IF;
ELSE
v_ddl :=v_ddl |] ' new_' || v_col_rec.column_name || ' ' || v_col_rec.data_type;
END CASE;
v_ddl :=v_ddl || '," || CHR(10);
END LOOP;
v_ddl = v_ddl |] changed_by VARCHAR2(8),' || CHR(10);
v_ddl :=v_ddl || change_type CHAR(1),' || CHR(10);
v_ddl :=v_ddl |] timestamp DATE' || CHR(10) || ') TABLESPACE ' || tablespace_name;

exec_ddl (v_ddl);

END create_audit_table;

— 2. TRIGGER 244 PROCEDURE : CREATE_AUDIT_TRIGGER
PROCEDURE create_audit_trigger(

audit_table_name [N VARCHAR2,
dest_table_owner IN VARCHARZ,
dest_table_name  IN VARCHAR2)

CURSOR c_table_columns IS
SELECT rownum, column_name FROM dba_tab_columns
WHERE owner = USER
AND table_name = audit_table_name;

v_audit_table_name VARCHAR2(100);
v_st VARCHAR2(4000);

BEGIN
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v_audit_table_name := audit_table_name;
v_st := 'CREATE OR REPLACE TRIGGER TR_' || v_audit_table_name|| CHR(10)
|| ' BEFORE INSERT OR DELETE OR UPDATE ON ' || dest_table_owner || '.' ||
dest_table_name || CHR(10)
[ FOR EACH ROW '[| CHR(10)
|| 'DECLARE' || CHR(10)
[l v_ChangeType CHAR(1); ' || CHR(10)
|l '"BEGIN ' || CHR(10)
[ IF INSERTING THEN v_ChangeType := '"'I'"'; ' || CHR(10)
[l ELSIF UPDATING THEN v_ChangeType := ''U'': ' || CHR(10)
[ ELSE v_ChangeType := '"'D''; ' || CHR(10)
[ END IF; ' || CHR(10)
[l INSERT INTO ' || v_audit_table_name || '(';
FOR v_col_rec IN c_table_columns LOOP
IF (v_col_rec.rownum > 1) THEN

v_st :=v_st || ', "
END IF:
v_st :=v_st || v_col_rec.column_name:;
END LOOP;
v_st t=v_st || ") " || CHR(10) |] ' VALUES ('

FOR v_col_rec IN c_table_columns LOOP
IF (v_col_rec.rownum > 1) THEN
v_st :==v_st || ', "
END IF;
CASE SUBSTR(v_col_rec.column_name, 1, 3)
WHEN 'OLD' THEN

v_st := v_st || REPLACE(v_col_rec.column_name, 'OLD_', ':0OLD.'):
WHEN 'NEW' THEN

v_st := v_st || REPLACE(v_col_rec.column_name, 'NEW_', ':NEW.'):;
ELSE

IF (v_col_rec.column_name = 'CHANGED_BY') THEN
v_st :=v_st || '"USER';

ELSIF (v_col_rec.column_name = 'CHANGE_TYPE') THEN
v_st :=v_st || 'v_ChangeType';

ELSIF (v_col_rec.column_name = 'TIMESTAMP') THEN
v_st = v_st || 'SYSDATE';

END IF;
END CASE;
END LOOP;
v_st =v_st || ") " || CHR(10)
|| "END TR_" || v_audit_table_name || ';"';

exec_ddl (v_st);
END create_audit_trigger:

—— 3. DML AUDIT € <&t HI0IE & E2lH XS M4 PROCEDURE : CREATE_OML_AUDIT
PROCEDURE create_dml_audit(

dest_table_owner in VARCHAR2,

dest_table_name in VARCHARZ,

audit_table_name in VARCHAR2 DEFAULT '',
tablespace_name in VARCHAR2 DEFAULT 'SYSTEM')

v_audit_table_name VARCHAR2(100);
v_dest_table_owner VARCHAR2(100):
V_dest_table_name VARCHAR2(100):

- 25 - GOOdUS



BEGIN
v_dest_table_owner := UPPER(dest_table_owner);
v_dest_table_name := UPPER(dest_table_name):

IF (audit_table_name IS NULL) THEN

v_audit_table_name := UPPER(dest_table_name) || '_AUDIT':
ELSE

v_audit_table_name := UPPER(audit_table_name);
END IF;

CREATE_AUDIT_TABLE(v_dest_table_owner, v_dest_table_name, v_audit_table_name, tablespace_name);
CREATE_AUDIT_TRIGGER(v_audit_table_name, v_dest_table_owner, v_dest_table_name);
END create_dml_audit;

—— 4. DML AUDIT 2& HIOIZ2 ¥ E2IH M4 PROCEDURE : MAKE_DML_AUDIT
PROCEDURE remove_dm|_audit (
audit_table_name IN VARCHARZ2,
audit_trigger_name IN VARCHAR? DEFAULT '')
IS
v_c INTEGER;
v_st VARCHAR2(4000):
v_tr VARCHAR2(100):
BEGIN
v_st := 'DROP TABLE ' || audit_table_name;
exec_ddl (v_st):
IF (audit_trigger_name IS NULL) THEN

v_tr := '"TR_' || audit_table_name;
ELSE

v_tr = audit_trigger_name;
END IF;
v_st := 'DROP TRIGGER ' || v_tr;

exec_dd! (v_st):
END remove_dml_audit;

—— 5. ADUIT TABLE W OIOI& 4FHl PROCEDURE : DELETE_AUDITING_VALUES
PROCEDURE delete_auditing_values(

audit_table_name IN VARCHARZ,

start_date IN DATE,

end_date IN DATE DEFAULT NULL)
IS

v_st VARCHAR2(4000):
BEGIN

v_st := 'DELETE FROM' || audit_table_name;

IF (end_date IS NULL) THEN

v_st :=v_st || ' WHERE TIMESTAMP < TO_DATE("'"'
|| TO_CHAR(start_date, 'YYYY-MM-DD HH24:M|:SS')

[l """, "' fmYYYY-MM-DD HH24:MI1:SS'')"';

ELSE
v_st :=v_st || ' WHERE TIMESTAMP BETWEEN TO_DATE("'"'

|| TO_CHAR(start_date, 'YYYY-MM-DD HH24:M|:SS')
[ """, "' fmYYYY-MM-DD HH24:M1:SS'') AND TO_DATE('"'
|| TO_CHAR(end_date, 'fmYYYY-MM-DD HH24:MI|:SS')
[ """, "' fmYYYY-MM-DD HH24:MI:SS'')";

END IF;

exec_dml (v_st);

COMMIT;

END delete_auditing_values;

PROCEDURE delete_auditing_values(
audit_table_name IN VARCHARZ,
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days IN NUMBER)
IS
v_st VARCHAR2(4000);
v_last_date DATE;
BEGIN
v_last_date := SYSDATE - days;
v_st := 'DELETE FROM' || audit_table_name
|| ' WHERE TIMESTAMP < TO_DATE('"'
|| TO_CHAR(v_last_date, 'YYYY-MM-DD HH24:MI:SS')
[ """, " fmYYYY-MM-DD HH24:MI1:SS'')"':
exec_dml (v_st);
COMMIT;
END delete_auditing_values;

END AUDIT_UTIL;
/

1. AlsHered ( AUDIT & TABLE & TRIGGER M A)
exec make_dml_audit (dest_table_owner, dest_table_name, W
audit_table_name(default ''), tablespace_name(default 'SYSTEM');
EXAMPLE 1
- exec make_dml_audit('SCOTT', 'EMP');
EXAMPLE 2
- exec make_dml_audit('SCOTT', 'EMP', 'EMP_AUDIT', 'USERS'):

S0l © DML &€ Ol= audit_table_name X3l
EXAMPLE — SELECT * FROM EMP_AUDIT:

2. AUDIT TABLE LH OIOIEl 4FHl PROCEDURE delete

EXAMPLE 1

- exec delete_auditing_values('EMP_AUDIT', TO_DATE('2007-08-01 18:00:00", 'fmYYYY-MM-DD
HH24:M1:SS');

EXAMPLE 2

- exec delete_auditing_values('EMP_AUDIT', TO_DATE('2007-08-01 00:00:00', 'fmYYYY-MM-DD
HH24:M1:SS'), TO_DATE('2007-08-01 18:00:00', 'fmYYYY-MM-DD HH24:MI|:SS'));

EXAMPLE 3

- exec delete_auditing_values('EMP_AUDIT', 1); — 1 OI& CGIOIE AHH
3. MAYY ( ADIT 8 TABLE 2 TRIGGER I )

exec remove_dml_audit (audit_table_name, audit_trigger_name(default ''));

EXAMPLE - exec remove_dml_audit( 'EMP_AUDIT'):

—— Test : SCOTT.EMP Ofl CH&F DML Auditing
exec make_dml_audit('SCOTT', 'EMP', 'EMP_AUDIT', 'USERS');

select table_name from dba_tables where trigger_name |ike '% AUDIT'
select trigger_name from dba_triggers where trigger_name |ike 'TR_%'

connect scott/tiger

INSERT INTO emp VALUES ( 9999, 'TESTER', 'CLERK', 7782, SYSDATE, 1000, 0, 10);

COMMIT;

UPDATE emp SET comm = 300 WHERE empno = 9999;
COMMIT;

DELETE FROM emp WHERE empno = 9999;

COMMIT;

connect /as sysdba

SELECT OLD_EMPNO, OLD_ENAME, OLD_COMM, NEW_EMPNO, NEW_ENAME, NEW_COMM, CHANGED_BY, CHANGE_TYPE,
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TIMESTAMP FROM EMP_AUDIT;

OLD_EMPNO OLD_ENAME OLD_COMM  NEW_EMPNO NEW_ENAME NEW_COMM CHANGED_BY CH TIMESTAMP
9999 TESTER 0 SCOTT I 01-AUG-07

9999 TESTER 0 9999 TESTER 300 SCOTT U 01-AUG-07

9999 TESTER 300 SCOTT 0 01-AUG-07

— X J|2t0l CHSt Audit Trail Reocords 4K
alter session set nls_date_format = 'yyyy-mm—dd hh24:mi:ss';
exec delete_auditing_values('EMP_AUDIT', TO_DATE('2007-08-01 18:00:00', 'fmYYYY-MM-DD HH24:M|:SS')):

exec delete_auditing_values('EMP_AUDIT', TO_DATE('2007-08-01 00:00:00', 'fmYYYY-MM-DD HH24:MI:SS"'),
TO_DATE( '2007-08-01 18:00:00", 'fmYYYY-MM-DD HH24:MI:SS")):

exec delete_auditing_values('EMP_AUDIT', 0); — & OI& AHI(Z XM AHHI)

—— doms_job £ 0186t A= AW AH=E
VARIABLE job_no NUMBER;
VARIABLE inst_no NUMBER;
begin
select instance_number into :inst_no from v§instance:
doms_job.submit(:job_no, 'AUDIT_UTIL('"EMP_AUDIT"'", 0):"', trunc(sysdate+i, 'HH'),
"trunc(SYSDATE+T, ' 'HH' ')', TRUE, :inst_no):
commi t;
end;
/

print :job_no;

exec doms_job.broken(:job_no, TRUE):
exec dbms_job.remove(:job_no);

—— Audit Trail Table HIAH
exec remove_dml_audit('EMP_AUDIT');
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3.2. SQL Tips for Developer

Ol = 2H JHEXE &t SAL Tip 2 HMEUC. K== AtEodt= Oracl
b

22 HEWAM AJHE SQL New Feature & Sol0d ZZ22 MAM L AsS 52 £ /U= U2ES
AOHGHASLICH. Ol SOHM=E HEA 22201 A3 AFE2dl= NL g 28 a2 20 2gsLIt

0ol JHEX =01 NULL gtel XMcelol =2 18IS ofHl =0, JIE0 K== AMSotAle WL g+ =
OtLiel, NVL2, NULLIF, COALESCE, LNNVL &£ FIt=2 AJHEHLICH.
£ 2o

4= OfLt
AL
e

e gon

NWL2 gf== HEBIM ZSAS ZARUCH exprt 0 201 Ot

rc
oy
0
=
<
—
N
0
I
rr
]

x

S

N
i
z
ri
Q'j
=

NVLZ(commission_pct,
"SAL+COMM™®, “SAL") i1ncome
FROM employees WHERE department_id IN (50, 80);

SELECT last_name, salary,[commission_pct, ::<]-)

O KO Al= COMMISSION_PCT €= 2 Atot0d Of gF0l NULLL Ol OfLI™H R ES AL SALHCOMM O] BHEt

S LICH. COMMISSION_PCT S0l &€ 2+t0| USH MBI ES A1 SAL 0] BretEILICE.

Ol4 exor/ Ol 2E HOIH SE2 MEE £ USLICH. 24 exor2 L exord e LONG 2 HQIE 2
o

E HOIEH |EsS AI2E £ UASsUC. expr?2 & exprd 2 HIOIE £&80 A2 OE 22, Oracle
server = expr3 01 & &=J} 0otL|2 = Hlwotd|l &l expr3 S expr?2 2 HOIH SE89=2
0 HOIe |8 #HEto| 2eisLICH. ghet gtol dIolH

HESHLICH. expr3 0] & Alx=0l 2220 22
S expr2 O GIOIE SEI SASC ews2 Jb X GIOIEQ Z20s Biet 3ol HIOE S0
VARCHAR? &I L|C}.

2. NULLIF (expr1, expr2)
BIEol) SUGHA %22 AR B EEAS

NULLIF &= & HEAS Hluot SEe 3% 4
=

2=
gretetLIC. Bl 20 2 ClIeHEsE XNEE &+ gisUt.

SELECT first_name,
last _name,

FROM employees;
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Ol M0l M= EMPLOYEES HIOISSl First_name 1t Last_name 2 20/ HIWGIH 22 NULL £ clEdt1
Ct2™ First_name 2| Z20lE clEHELIC.

10 NULLIF &= OS2 CASE EsAl ) =282z s2LELICH. CASE ZsAaE O3 HOoIXIHAM &
HEHLICH. [ CASE WHEN expr1 = expr 2 THEN NULL ELSE expr1 END ]

3. COALESCE (expr1, expr2, ..., exprn)
COALESCE Btz== 0124 JHOl TOHAIO NULL 2t01 U= X OIS SAIO 88 2 ASLICH expri 2
Ct. expr2 JF NULL Ol

X EOLSHM Null O OFLIH expr1 2l gt= clEot] NULL OIS expr2 & EIteL
OtLISH expr2 2| gt= clEotd NULL 01 expr3 & ZIHEILICEH. Ol ZAIZS expra MKl 5 EIHE
> ASLITH

SEL ECT last name,

COALESCE(commission_pct, salary, 10) comm
FROM employees

ORDER BY commission_pct;

Gil KON AT, COMMISSION_PCT gt0I 0l Otel 22, 0f g0l HEAIELIC. COMMISSION_PCT &0l E¢l &<,
SALARY Jt " OFE LICH. COMMISSION_PCT 2t SALARY 2t0l 25 Z¢01 2=, &= gf 100l HEAIELICH

=
=
-
—
—
g
o
O
m
e
0y
10
=
P
¥
Jz
o
08!
S
ol
rr

1. emp EfO|20lA commission O] 500 ECl =2 AlZHES| £=8 H AtSiCE,
SQL> SELECT COUNT (*) FROM emp WHERE comm < 500

COUNT(*)

2
2. SIX|3F, commission & Zit= AlZt2 E &S| M(comm is null),
commissin O] 500 ErC} Z2 AlZtES| =& &5 M=

=~
=

otz et Zo| LNN\WL &5 ¢act.

SQL> SELECT COUNT (*) FROM emp WHERE LNNVL(comm >= 500)

COUNT(*)

i
o8
o
ol

LNNVL & === 24 S Wel0IEHZ JbXN0, ZAA0| FALSE L UNKNOWY & & 201 TRUE

—/

D, ZANO0| JRUE & FR0 FALSE E BrHatefLICH. LNNVL &= ZMESZ NULL 201 L

o
1
[¢]

SE0IA NULL gt HMelotdl ol AL2E = USLICH
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3.3. Oracle 24!
Oracle 11g I} EA/GUSLICH.

CIOIEHIOIA(DB) SH ZZXAel 22t201 7 & 12 & XM CIOIE IOl A 22| AIAE(DBMS) 2! '22t2
CIOIEHIOIA 11g'E 34 EAGHASLICH. 0ld BiEel '2ctZ2 CIOIEHIolA 10g' 9 EAlEl X1 3 &
o 2t d=2¢el 11g = 2I€ OHEEI%IOILFI HAE - Moll=7 - F2=&=FI|2el & 400 JHXl 0l &2 D
S ZT 20 1500 BHAIZES] HIAE D 3 2H6000 W0 Z& HF2Z HEASLICH. ol I 2el
o s 4522 JI0l A—IHIﬁHI%E"Q(SLA)% A23oteSE X&ots 2l 3208 HAE DI
s2 0l H30l WH2E JtE 2 8L

e, 834, IT HEEY FX

== g 4= UWAHHA '2c22 CIoIEHolA
£ AtZots J1g0l AIAE 22 82 Oole A&EelX HIE2S 228 = Al=s A8 X6t

L 4

QoZe gaE =oIsH J2lS 2EBY Jlg 1Y, =
119'E A A

S)}l\

N HIZ2X 22 HES N 2ASARS AHAASS Sof "222 HOIEHoIA 11g = 1

Bl Jl=0l BmG Jlgel IT HEEZN T2 £0'D Loiw UsUL. @22 CIOIEHO0I~

11g'Jk J1gie] HIERZS S=0s M2 2X6tD UOH Y22 CHYst SYHA(0S)0 Tol Sst

£EO XS BE HALICH £ Q2422 23 HIXUAQILIMA(BI O e I 28It S0t
2

H
03
tou
ol
N
80
o>
| =
o

tte A= 12d, &H3S2 Bl JIs
¢ 3UHUAY Bt32?

'2ct2 OI0IEHI0IA 11g's =W AIZ0AE 2= 80 EAIE HI3LLITH
Jeflt, B tR22 J1¢0l '2ct2 OI0IEBI0lA 10g'2CH Ol HES AMES
=0 =&t Oole E&gae B € Ecll0l=otHLE WHcts O 2lZst BtESs

AHS e HEN HEHN=E 22 X222 WSELI.

s=oeE Mexad

a

o
=]

24 =g M= "KA DA 20 2242 D2 JOt20 40%t '2c2t2 GIoIEH
OlA 10g" HHEE AISotn JACH'H "8= IS0l M22 HSS 20tS0ls S&IF =2 ofXIet M
2 JIs0l et 2720t A0 0l MS0l &&te=0 2 Zoor sttt =0"'0 LHEIYUSLICH

'2ct2 GIOIEBIolA 11g'Jt Ol WAl 'QetSHI0IEHI0IA 10g' 2t JISEHUA IA TGEX $l=
A JIPS0l M22 HSS d=ot=edl 28201 2 A2 2YLICH

>d

12 2ct22 '2ct2 HOIEH0IA 11g'0l ME22 JIssS FIHAARCDIZEN IC,E E&otl O
H=S M8 UWses N0 S8 FA2H, 0 AXMS0l J1ge IT HE220 =501 =01 oAl
0l SE0| JI¥E0l SAc0I=EE ZHEE S8 a2t € = US Ne DIII*%ILIC} st=2ct2
ool "10g AtEX2t 2ct2 OIOIEHIOIA 11g 2 FOe0IE & ZS HIE0l He SX %I W20
G0IES MHESt= 210l s0E 2A"0let) &LICH.

ro re oo ux

&11g 2& Il MOoIU M=

=222 WRMEAME 88 22 22H 24 ANIX 3 L2H0l 2™ M Oracle RDBMS 11g 2 &AlJl= A
QF RAC(Real Application Cluster), CH&& CIOIE Migration J/EH0l CHst MOILIE & AIELICE.
‘2007 Innovative Technology Seminar Track’ = Saol, 22 AJI=0 U AN s M=
Ol CHet 29y H4ZW HRE Sot0 Aol SELICH. LetE2 USAMIER 8248 DPQ =20
slold EHE 4 Y= =202, Technology 282 =2 3 JIAl =Mool ol AMOoIUE Xas
'‘Oracle Database 11g New Features', 'Real Application Cluster 10g' 12l1) 'Down-Time =

St Cr2+st Data Migration &' 3 JHAl =M 28k Overview MOILIIA= &6l &
MNeE OHE ol & LICE.




4. Pro-Active Tuning Service

4.1. & H AMEZXHEnd-User) 2&E2| SEAIZt F<

Pro—active tuning service = AlEX Z2&E9 2LIHE 2 BAsS Sol0d &AM End-User Jb S)l=

010

& Al2+H(Response Time)S S4Y &L
Request 21 E Bt I|NIXISl 2 2 2H(Client PC, Internet 2t FireWall, DNS, Web Server, WAS, DBMS)

E40tH JtE Delay Time 0l 20| ARE F2tE 0t WHLICH

Ct. APM(Application Performance Management) €2 0|25t End-User 2

o

oot | e |
\/
; Backb =
1 one 1 ‘
@ @ ot ] \/
']
\/ \/\/
Client Internet Time Firewall DNS Backend
Time Time Time Systems
Time
= | — ()
4.2. ZAO Hs AEHZ HIXELIA DItEHds A
Pro—Active Tuning Service
+ 0O €2 ot T2HE OICH 2056t 22 HE(Open) 81 2H RASE 24510 &Y
¢ O 22 H=2(Open) & 0 3HS(CIOIEZ HAl FI|) 0L §4 ELQEE A4 Hs =3 RASE of&.
+ JAMECZ MEIN FItEHe g2 S ZZRNEQS TE SQL #HLE HE ¥ &Y.
+ I8 =2 OoIEHoIA 2e/§Y JIHES =5t 2= DB MEIE 1E@ UL AAl SXI.
+ NN §4Y FactorE 24, X UHl 80| =2 Targeting 718 E&. (HISE =2 SQL2 FY&)
O Tuning Point
12 28 3= 4 e 62 7 8 (=] 104 1 128

5
B
M
re
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A
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o
A
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M
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H 10
v/
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E sz 2 O =
= L — A
S | w020
. ¥

‘ 2Rt 20§12 /@ 5

[Pro-Active Tuning Service Schedule]
Performance Drop Point OiL} ZESF F5l= MAISS 24 SHA 2ZL == RA/5MHF 1]




4.3. Knowledge Transfer

Pro—Active Tuning Service = 11242| Business Process € 0ldliot] AMAEREZ 2248 £ §4Yote
2SS X LSLICH AHE DHAF SHE0HAM S8 Hes Uz 42US0HH ®26t0 WS 2
HOAIZLICH S8 Oracle RDBMS &I HH&E 2| New Features & HRELEZM, OIRIH”EII} ';lc i
gy R0 58 EL' MALS SFAAZY £ QU2 XKESLICH 0|20 % DBMS 22IXsE fst &2l
Trouble=Shooting, HE& DB Xel, & Mol S)& ML 2M, ZA9 AlAES ¢|79| s
UZ= XIJAELICH.

HTJ
10
~
o

UAS (User Adapted Seminar) &8 Atdl & WHE (Contents)

Fd 42 Atel AIOILt
G *%% %*iﬂ %Le,' = AN DAAS FE ALHE HEAS0HH d+6t01 JHZ XS0l 85
s 2 SE= MIAZ.

+
0
in
il
)

o

O Oracle 10g New Features AlO|Lt

S Global 8%t J|® :Oracle 10g HE 22 L 01= oI &, & HES ME2 Jlsd F2
AMS HIECZM, 2H0IE = Yde = A= 2HES AME HAHA% HEXHS0l MZ2=2
E 0ISE2Z2M, Y dALdsS SaAZ

O K =J1J|2 DBMS el h:ﬁ}—.— Aot

LIS 22l Xt (DBASE)YSS WA SZ DBMS 22| ANHE0| 8o #H2 &= Us A= st
Administration Know-How 2t _’:‘ Trouble-Shooting AtdIE AHEICZM, 22| J|=8=2 SaAIA.

4.4, Tuning B¢ =M

Pro-active tuning service 2| H& E<®l= HetE Database, Hlé* =l Server Off =8t X 220, DA
&AM 2 ServertDB £ a2 1 HAE & 222 M LMAH 8Hl Performance &0 JIH
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4.5. JIU= 3t
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453. ANEX 2E

Proactive tuning service = H< ZS& A& &S Tuning M4E=22 S&t JI&&4+ HOIUE T SHOZA
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Pro active tuning serviceE TH= Tuning HSHIA
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"Breathing Life into Technology"
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